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he world has become a far more
T risky place for business. The Inter-

net is being used for on-line busi-
ness continues to grow, more business-
es are outsourcing and using third party
services , supply chains are getting larg-
er and computer fraud is on the increase
all risk areas to business. Also business
dependence on IT, networks, wireless
and mobile communications again rais-
es the risk levels.

The driving force for a success-
ful business is to have the right informa-
tion at the right time in order to make
well-informed decisions. Not only is
information the key to business success
but the protection of this information is
equally important.

ISO/IEC 17799
renumbered as
ISO/IEC 27002

In the interest of consis-
tent numbering of the
ISO/IEC 27000 series,
ISO/IEC 17799 is being
renumbered as I1SO/
IEC 27002 although
the content remains
unchanged.

Information security is the key.
The ISO/IEC 27000 family of Interna-
tional Standards on information technol-
ogy, security techniques and informa-
tion security management systems were
developed to address the topic of infor-
mation security management.

The family will cover the follow-
ing subjects:
e Information security management sys-
tem (ISMS) requirements (ISO/IEC
27001:2005) ;

e Information security management
code of practice (ISO/IEC 27002) —
formerly designated ISO/IEC 17799,
no change in content;

e ISMS implementation guide (ISO/
IEC 27003) — under development
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e Information security management
measurements (ISO/IEC 27004) —
under development ;

e [SMS risk management (ISO/IEC
27005) — under development;

e ISMS accreditation requirements (ISO/
IEC 27006:2007). |

Risk management
and ISO/IEC
27001 - A view
from Australian
business

John Snare,
Editor of ISO/IEC 27001

isk management has long been
R implicit in the way organizations

make a wide variety of manage-
ment decisions. Recently, there has been
increasing recognition that risk manage-
ment activities need to be formalized so
that the management of organizations can
make considered decisions concerning
a portfolio of risks using a common set
of concepts.

The ISO/IEC Guide 73:2002, Risk
management — Vocabulary — Guidelines
for use in standards, provides definitions
that form a common conceptual frame-
work for considering different types of
risk. ISO/IEC 27001:2005, Information
technology — Security techniques — Infor-
mation security management systems —
Requirements, uses this common concep-
tual framework and specifies a manage-
ment system that can be used to ensure
that information security risks can be
well managed by organizations.

Using ISO/IEC 27001, infor-
mation security risk management out-
comes can be compared with outcomes
of activities to manage other types of
risk because it is based on the ISO/IEC
Guide 73 definitions.

ISO/IEC 27001 recognizes that
it is not possible to eliminate all infor-
mation security risks. Instead, it allows

organizations to establish information
security risk criteria that balance busi-
ness opportunities, regulatory and con-
tractual requirements, the costs of infor-
mation security controls, and informa-
tion security risks.

Using criteria that support orga-
nizational objectives, the ISMS require-
ments specified in ISO/IEC 27001 can
be used to establish confidence that
information security risks are managed
to meet acceptability criteria on an on-
going basis, even if risks or business
needs change over time.

“ISO/IEC 27001 allows
organizations to establish
information security
risk criteria.”

ISO/IEC 27001 is unique in that it
places requirements to understand infor-
mation security risks into an operational
context, where action is taken to ensure that
actions found necessary by a risk assess-
ment are actually taken and are effective.
This differs from other information secu-
rity risk management approaches that
place great emphasis on risk assessment
and producing a good risk management
plan, but give little attention to follow-
up to ensure that the plan is implemented
and achieves the required outcomes. M
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ISO/IEC 17799:2005) will be a

code of practice for information
security management. This Interna-
tional Standard will support the Infor-
mation Security Management System
(ISMS) standard ISO/IEC 27001:2005,
which is used world-wide for third par-
ty management system audits and cer-
tification.

ISO/IEC 27002 will contain help-
ful guidelines and advice for the secu-
rity controls that are needed to initiate,
implement, maintain and improve ISMS
in an organization. However, it is impor-
tant to understand that ISO/IEC 27002
will contain only guidance and will not
be suitable for certification.

I SO/IEC 27002 (previously called

The holistic set of security con-
trols in the code of practice will pro-
vide business with an important tool to
manage its information security risks,
to enhance its ability to manage its inci-
dents and to support its business conti-
nuity capability.

The key objective of this future
International Standard is to enable busi-
ness to protect the confidentiality, integ-
rity and availability of its sensitive and
critical information. In addition, it will
offer security controls in the follow-
ing areas:

e Information security policy

e Organizing information security
e Asset management

e Human resources security

e Physical and environmental security
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e Communications and operations man-
agement

e Access control

e Information systems acquisition, devel-
opment and maintenance

e Information security incident man-
agement

e Business continuity management

e Compliance with legal requirements
and security standards

The code of practice will use a
risk-based approach, and the security con-
trols in this International Standard should
be selected and implemented to meet the
requirements that have been identified
by a risk assessment as per the require-
ments specified in ISO/IEC 27001.

Another International Standard
under development in the ISO/IEC 27000

family will be ISO/IEC 27005, Informa-
tion technology — Information Securi-
ty Risk Management. This International
Standard provides further explanation
about how to carry out a risk assess-
ment and how to successfully implement
the resulting controls to achieve overall
sound risk management.

It is expected to be published in
2007, and it is important to understand
that this International Standard will
only provide guidelines for an organi-
zation ; it will not specify a particular
methodology for information security
risk management. It is the organization’s
responsibility to define an approach to
risk management that is most suitable
to their business. H

Significance
of ISO/IEC 27006

by Toshio Takatori, Director,
ISMS Promotion Office, Japan
Information Processing
Development Corporation,
Japan

he International Standard ISO/
T IEC 27006:2007 Information tech-

nology — Security techniques —
Requirements for bodies providing audit
and certification of information security
management systems, specifies require-
ments for bodies providing certification
of information security management sys-
tems. It is intended to ensure their cred-
itability as well as their competence to
perform audits.

As an accreditation body, espe-
cially in IT-related fields in Japan, the
Japan Information Processing Develop-
ment Corporation (JIPDEC) has oper-
ated the ISMS conformity assessment
scheme since April 2002, with the aim
to promote a high level of information
security in Japan.

Under the scheme, JIPDEC accred-

its certification bodies based on ISMS
accreditation criteria, which have been



developed based on ISO/IEC Guide 62,
General requirements for bodies operat-
ing assessment and certification/registra-
tion of quality systems, and the European
Standard EA 7/03, and those certification
bodies conduct audits of organizations
seeking ISMS certification.

These certified organizations are
now in the process of transferring their
certificates from ISO/IEC 17799 to ISO/
IEC 27001:2005.

“The ISMS enables an
organization to establish
an effective framework
for managing information
security.”

The ISMS enables an organization
to clarify its business processes, estab-
lish an effective framework for managing
information security, and provide con-
fidence to its customers. In addition, it
helps the organization to raise its business
competitiveness, and plays an important
role in IT governance.

In Japan, both public and private
sector organizations have increasing-
ly recognized the importance and ben-
efits of the ISMS, which has led to the
increase in the number of certified orga-
nizations in our country.

In the future, it will be important
for the sound development of the ISMS
to ensure that the ISMS audits and certi-
fications are internationally credible. As
such, the issue of ISO/IEC 27006 will
help the increase of ISMS implementa-
tion in many parts of the world. |
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s a certification body with certi-
A fication to ISO/IEC 27001, Infor-

mation technology — Security
techniques — Information security man-
agement systems — Requirements, the
Japan Audit and Certification Organiza-
tion for Information Security (JACO-IS)
is also the first company to be accred-
ited in Japan by The United Kingdom
Accreditation Service (UKAS) with EA
7/03, Guide 62, General requirements for
bodies operating assessment and certi-
fication/registration of quality systems,
and International Accreditation Forum
(IAF) guidance.

The new ISO/IEC 27006:2007,
Information technology — Security tech-
niques — Requirements for bodies pro-

viding audit and certification of informa-
tion security management systems (the
replacement for EA 7/03), important for
ISMS certification bodies and auditors
because it is easier to integrate with the
existing management systems for certi-
fication and auditing (which were based
on EA 7/03) and it is possible to simpli-
fy and refine the documentation.

The new International Standard
establishes the foundation of ISMS certi-
fication and auditing method of ISO/IEC
27001. The biggest advantage of ISO/IEC
27006 is that it is an ISO/IEC standard ;
it is therefore recognized international-
ly and applied as the requirements and
guidance for ISMS certification bodies
and the auditing method. As EA 7/03 is
a European standard for ISMS accredi-
tation, there have been such cases that
quality of certification and audit.

We are convinced that accredita-
tion to the International Standard raises
the profile of certification bodies, such
as JACO-IS, and gives variable assur-
ance to certification clients that the cer-
tification body is following the require-
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ments and best practice. Accreditation
to ISO/IEC 27006:2007 is particularly
important for international certification
based on conformance to the require-
ments ISO/IEC 27001.

Finally, we look at sector specific
requirement for ISO/IEC 27001 and the
future ISO/IEC 27002, which is discussed
in the next article on the telecommuni-
cations sector. Other sectors that JTC
1/SC 27 is considering are the automo-
tive industry and the regulated domain
of world lotteries. |
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Information
security
management
for telecom-
munications

by Koji Nakao, Director
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Information Communication
Technology

elecommunications organizations
T especially those that have partici-
pated in ITU-T have been interest-
ed in providing a requirements document

on information security management for
telecommunications since 2003.

In 2004, ITU-T decided to pub-
lish an initial Recommendation X.1051,
Requirements for Telecommunications
of Information Security Management
System (T-ISMS), based on BS 7799-2.
ITU-T SG17, the group responsible for
telecom security, decided to revise the
existing Recommendation X.1051 to
conform to the ISO/IEC 17799, Informa-
tion technology — Security techniques
— Code of practice for information secu-
rity management, and ISO/IEC 27001



